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How to score and analyze

() 1. Assign maturity levels
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Maturity scale

MestI8atity. scales,(aigefron& 1.0 b Eaisten®otd's (Optimized). You can
cost@hize-each lprel(a%apiraptiate Tan\rour rgarddation, but a commonly
used stale is:

(1) Cevel 9 =Ted%exddENt/Ad hoc

Fedr eaGh.gpiestioh, oS0 1" Sornat(Hitydscboe-fram 15 based on the
dBfined!scale.

(2) Cevet®-bRepeatalle but intuitive
$odng warenesg(ahd ba%edproqesses,. tubtbhey are inconsistent.

(3) Cevel 9 —iBefined
Bogutnented pregedures, stantdatdy, and guidelines in place.

(4) 4ARDGcutebRangftfack progress
HEbeessds ar8. Yopsistent|y-folbowledgpd ' vaeaslired for effectiveness.
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Cybersecurity maturity assessment questionnaire template S;Zf;de 5

[ a5CmnitatiobelQEoiiy R Gévemance

EDS20)#ity §hRrhanty SH e

h Does youZ orgdiizat®n have a defined cybersecurity governance
strucRire(e.g., dedibib@ted CISQVsdturity committee)?

h IMthdre aiGexdcutive spgnbor bribboard-level involvement in
cybersecurity strategy?

FRPolizies gHidisthricarda?

h Are cybersecufity poli€es, procedures, and standards formally
documented alnd regularly reviewed?

h Does youZ orgdization have b process to ensure these policies and
standards are commbhicated and enforced?

FEBRisReianagivirentppdgram

h IMthgre a doc@nentd, jorgahization-wide risk management program
tHat includes cybé&rsecurity risk?

h Hiow often are decurity risk @ssesdinents conducted, and is there a
formdl metRod QW (g -QIBTLRAG+1STH2 7005)?

ED Qanvplianes BTl iyl GLia T ertts

h Are legal and regulat@ry @quirements (e.g., GPPROHINRD, POKDES,
3OXYiderBifieéd, tr@cked, and integrated into cybersecurity policies?

h IMthdre a formal proced$ to mobitor changes in relevant regulations
and ensure ongding compliance?

www.cyberupgrade.net 4
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O 2:PgSet@UBta PAFEpEment

21 SE(BRIGHTONY

X Ddes yourldrganization GaiRk&inEB EompRehensive, up-to-date inventory
& critical aB6ets (RaRiwdre, @Ptware, data)?

X Are critical asséts classifiel based orRsensitivity and business value?

2.2 54 tPabl 96% Sica (201 BRISHH KBy

X |8 tRere B formal data classiGcatfon@olicy that defines handling
requireBnentts for diffeter® datk types (e.g., public, internal,
conhfidem®al)?

X Are there guideliri@s or tecBnical controls for data at rest and data in
transit, esp8cially Ror sensitive data?

28BS r{tE A0S R PO &
X Are data retentiol perioBs dBfined and?enforced for all data types?

X Are secure data Gisposdt methde<3e.g.@ecure wipe, shredding)
consistentty applied?
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Cybersecurity maturity assessment questionnaire template S;Zf;de 5
L 38 cen el

J TSt BB & HbeeRE ihaleRismieat(PAM)

- Roes youtbrgéhizatiothald centralizétl IAM dolutions (e.g., single sign-
oH, directdry G&tvices)?

+ Are stro@y autheicdtiod KELGds (e.gB MFA) implemented for critical
systems?

Jr2RiGY61868 fvalBRiBiHient

- RAre privilegedlacEounts (d-b., adr@nistratQr, superuser) managed with
strict controls aRd monitoring?

- I's tQere a prBcess fok paiodic revi@w of user access rights to ensure
least\privilege iEmaintained?

J. yHerbdtswdtess

+ I's remote K& addSXUbLM, RGP, etc.JFecbigd with multi-factor
a@hentication akd encryption?

+ Are remote sessions rBonitored or ldbg@ed for potential security events?

www.cyberupgrade.net 6
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5 0RIeMAI &K & Brt(ER BiYos§2yrity

a0@ietwrlese dimenbatiri KsEyA ity

d Are critical systems and/data segregated from general network
segni@ntis (.90 lougNML As, DNKJ architecture)?

d Are neliwoftk traffic logs and alerts centtrally collected and monitored?

AREIRHIGIH BRSO CIRitY

d Are endpoint prot@ctfon) #dblg (alXivirus KEDR, patch management)
consistently defoyed agross the enterprise?

d Are endpoints regilarty scanned for \@ilnerabilities, and are patches
applied in a tilnely manner?

A& Oaré (HrE)g6rdtidnchieBag®ment

€ Are secure baseline configuratitvis defined and implemented for
séryerh, wojkstatibng, ahd network devices?

d [®there a procés¥to verify and docudhent all configuration changes?

www.cyberupgrade.net 7
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¢  B'Threal'&ovitngrstiity) Heanatement

BAVUe)EBH)a8se8sH@Nt

a Are regiar vulnerabiity scans performed on internal and external
systems?

a [desRKhe ofgankzdtiah have a formd process to prioritize and remediate
idehtifked vulnétabilities?

REIPERBIITOHRERG SiiRe) tehanbsRecises

a Are penetration tests conduct&d periodically to identify weaknesses in
applications, netwadrks, and systems?

a [eskhe oEganizatio conductyadvancedwexercises (e.g., red team/blue
team) to assess detection alHd response capabilities?

R8 Threatiatéigeribe

a [es yourBrganizatiofr subscrib&Zto threat intelligence feeds or
participae in iBfBrmation-shadtgutommunities (ISACs)?

a |s threat intelligence integrated into security monitoring and incident
responge Morkflows?

www.cyberupgrade.net 8
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U B2M&dufiDpiResatioiss R/ atyigating

B82E3e& (it YodBetaltivn®! c@i%es (FDBY F

t Do yeahave a gédisated SOC (internal & outsourced) responsible for
tthreat monitoring andPincident response?

t s §OC ptaff properly trainedeand equipped with the necessary tools
(6K I Q2 Jetc.)O

B82Z/Dghinyb&e$dnjtoring

t Are critical systems athd applicatiores configured to generate logs that
are centrallyRggregated?

t Are logs monifore8 in real-drmeJor ar@mmalous behavior, and is there a
deéfined log reténtion policy?

BB NBI1HY B8R g

t Does yous organization track and repord on key security metrics (e.g.,
num$er of ihcidents, mean tife to detect/respond)?

t Arethese metrica regularly revi@wed by management to drive
improv@ment?
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2. 3.2n€iBIARAASABIIROR BASHIARERYAL{H Uity

3. Biheid&nt2EwSnb)e an: ARG C

f & tBere’a formally @ocumentdRl InSideRt Response Plan that defines
roldk, respondibilities, aMd procedures?

f Kre tabldtop exercises and incident simulations conducted periodically
td validat® arg effRle the IRP?

3.8 B & 523G (HHAHOR &(HER)E2AFSgiFOvery

f Doe8 theorg&lization have aldocuiRented Business Continuity Plan
(TR and DisasterfRe¢eVB¥WPlan (DRP)?

f Kre critical system$ reljularly packed dp, and is backup data tested for
integrity/re&toration?

3.82088H112B5H)RIR LR IHHIHA2EC MIBEYEment

f Kfter a securitiNincidént, is d post-incident review conducted to capture
lessons Marned?

f Rre inmhpro®ements from incident reviews consistently integrated into
policies and.controls?

www.cyberupgrade.net 10
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) BLSBOOUGHE AWBIB NS S RUNIbHING

B/BSBCUVHHRaW HiSresS DrEyram

- Mdes your drga@Qixatibn have a formal, ongoing security awareness and
training program fdd all employees?

- |B training content updated regufarly to address current threats and
organization& policies?

B/L RSN SCOMAL d1SiVABRipG) ) tHS 1+

- Abe regular sinQul@ed phishing campaigns or social engineering tests
conddcted?

- |B tiigre a proc¥ss to fQllow Qo WithQuserslwho fail these tests, including
targeted @aining?

8/ 3RS AN

- I employ@eQin high-risk Ldtds (e.b., \T admins, developers) receive
spedialized seclHity training?

- Abe training completion recdrdsYnaintained and reviewed for
compBance?

www.cyberupgrade.net 1
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B 01%){aHparkpLo86ppbE SHAGID PR

OIEBhi(2fp2r BB AER T FGEMment

f Bo ydy have a formpl process tb evaluate and onboard third parties or
yendprsQe.g., security Questionnaites, contract clauses)?

f s tthere a continuous monitoring ordpétiodic reassessment of third-
party security posture?

012 T $pPbE BHA(IESSR(EY

f Are suppliefs and sedvide proviflers that handle sensitive data required
to meef specific sdcurity standards?

f 8o contrdeds or SLAs include cleagcy®ersecurity requirements (e.g.,
right to &uditdbrefich notifibi€ion timelines)?

OLECHUISSEHBRY LG R4t vee

f Are seclrity expgctations defigdd'@®? dud providers (laaS, Paas,
Sad0), including dafa prote€xion, encryption, and incident response
requirékments?

f Are cloud envljronments reviewed athd monitored for compliance with
orgfnizationd policies?

www.cyberupgrade.net 12
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& BBRrOYreAIGERDRICABEIDMNR(h AT EEMent

6086 EGHTaDEed A4 HRR0R AP aBiehf(BiKing

f Poes youg organizatiorbroutinely benchmark its cybersecurity program
against geddgnized frar8mbr ke GIgSMSIPOGH.NO 27001)?

f B8 there a d&¥ined freqiuencly (e.dVannhually) to perform holistic security
assesBments?

60BS BEY) r{b. PohelimAp R S redd gy

f 8 there along-term security roadniag‘aligned with business objectives
andlrisk aspessments?

f Are resdurcés (budget, personnel) allocated in line with the roadmap
andlrisk prMrities?

60B3.CoASB(GPULiHDABYSERE WD e

f Po ydu have @ me&chanism (e.gk secufity steering committee) to oversee
cybersecurityNimprovements?

F B fdedblad¥ from ifcidents, Audits, and external assessments used to
dfive updates to the cybersecurity strategy?

www.cyberupgrade.net 13



Additional resources
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