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Information and cybersecurity risk assesment questionnaire

4. Access control & identity management

4.1. User provisioning & deprovisioning

] Is there a formal process for granting, modifying, and revoking access 

rightsH

] Are privileges promptly revoked when employees leave or change 

roles?

4.2. Authentication mechanisms

] Is multi-factor authentication (MFA) enabled for critical systems and 

remote accessH

] Are password policies (e.g., length, complexity, expiration) enforced 

across the environment?

4.3. Privileged access management

] Is there a separate privileged account management solution or 

processH

] Are privileged actions logged and monitored for anomalies?

4.4. Remote access & BYOD

] Are employees allowed to use personal devices for business purposes? 

If so, what security controls (e.g., MDM) are in placeH

] Is remote access to internal systems restricted and monitored?
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Information and cybersecurity risk assesment questionnaire

7. Application & software development

7.1. Secure software development lifecycle

b Are security requirements integrated into the SDLC, including design, 

development, testing, and deploymentT

b Is code reviewed for security weaknesses (e.g., peer code reviews, 

automated static analysis)?

7.2. Application testing

b Do you conduct regular penetration testing or code scanning for critical 

applicationsT

b Are open-source or third-party components scanned for known 

vulnerabilities?

7.3. Change management

b Is there a formal change control process to document, assess, and 

approve changesT

b Are changes tested and reviewed for security impact before 

implementation?

7.4. Encryption & key management

b Is sensitive data encrypted at rest and in transitT

b How are encryption keys generated, stored, and rotatedT

b Are industry standards (e.g., AES-256) used for encryption?
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Information and cybersecurity risk assesment questionnaire

11. Security awareness & training

11.1. Training program

[ Is there a formal security awareness program for all employees and 

contractorsX

[ How frequently is cybersecurity training provided (e.g., onboarding, 

annual refreshers)?

11.2. Phishing & social engineering

[ Are regular phishing simulation campaigns conducted to measure and 

improve employee resilienceX

[ Is there a mechanism for employees to report suspicious emails or 

messages?

11.3. Role-based training

[ Do employees in specialized roles (e.g., developers, administrators) 

receive additional security training relevant to their dutiesX

[ Are training records maintained for auditing and compliance purposes?
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Information and cybersecurity risk assesment questionnaire

14. Emerging threats & continuous improvement

14.1. Threat intelligence

b Does the organization subscribe to threat intelligence feeds or 

participate in information-sharing communities (e.g., ISACs)I

b Is there a process to integrate threat intelligence into security controls 

and risk assessments?

14.2. Continuous improvement

b Are lessons learned from incidents, audits, or assessments used to 

update security policies and proceduresI

b Does the organization periodically benchmark against industry best 

practices or peers?
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