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How to use the questionnaire

To get the most out of this template, follow the steps below.

L 1, bé&fine the scope

E&MifiE the Purpdselfver@dr rele®Nhtednhl Blidit) &nd applicable
fCamOboldE1(DOCERAISE® RZ02U, NIS2)

2% B, Invplve XeyYstekeholders
Ehgagd 2dur@ySisk, ch8pliddde, and IT teams.

</ S, Bistfibute R#ollect responses
g8dndl tHe qudBtiahnBideahd B quesk8oMpletd, @cumented answers.

L 4, Beview & aséess risks
Bh8sk @o8 covipliaddé, iBentifMdabs, anBl@vEluat@ security posture.

7 B, Edflow up
REquBsOdDBifivatiord od reMediAtidd pBI@ for weak areas.

Ly B.0Approve orifequest improvements
BD&cide if thlveddor/ @B ess mBadsESedddi@btandards.

‘v #, Monitot&® update

Ce&MifiE the Qurddselhv@r@dr reWe®Nhtednbl Blidit) &@nd applicable
feameOboldE1(DOGA2I/S® RCZOPI, NIS2)
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Infornhation and cybersécurity risk assesment questionnaire ﬁ ﬁggsgde)

i 1R2Qbgdri{zatbrial - Do drraice

121-Earitylgol Ontinck RoAedd €L DB

b 1¢ fthidre a dbcumeénted infornhatiorh $ecurity governance framework or
policy ih @hace?

b Qoesg'the[ordpniZation ijve a dedignated Chief Information Security
UNicéM@ @) ot eguivaldns role?

b Kdw ofténp!does théMoviernihg body (e.¢g.Lbboard, executive leadership)
review sécurity risk®and strategies?

12ZZ-&etariy3aicieS -S-8roese ges

b Ere informationTseduriiyfdolicids forntlally approved, reviewed, and
updatdd dn'a r&ular basis?

} 8reHEll efployees and cohtractbrs!required to acknowledge
understdnding dftheSecurity policies?

b Qd Jolidied ekist forl aticepthble use! password management, and
renhotB work?

123 Rt Aoy y- LB BIpticDide

} &yhichlreglilations,!standibtdd! @\i@QgeNiks (@lg., ISO 27001, NIST,
KIZSS) GRPR) Hoeg!the[ordafiTz&ion follow?

b 1$jthidre alprocelgs td mdnitdi clhlanges ih televant laws, regulations, or
stan@ards?

b Qoesglthe[ordaniZation p@&rform pdriodic compliance audits or
assesRments?
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Infornhation and cybersécurity risk assesment questionnaire b 3;g$;de)

K 21RisK (0@ ebit' Qrocess

21BRI sk )dsge S (@& BrHdhBd Gl ogy
e Isltheré a ¥armal, documented rigk hsdesHment methodology in place?

e Holv freduehtly are risk addesaerits £Zonducted (annually, semi-
aniyaTly, ¢46l)?

e [ekahecm¥thbdbldgylinclede dssetlid&dntiFlcation, threat modeling,
JWlnenabllity afalysls,VnpdctEnalgsis, and Mkelihood assessment?

212 Risk/tHEARBTINE Aeee it ence

e Arke risk treatmént dption§accépi, mitigate, transfer, avoid)
docummeéntgd dnd dpprowed by senior management?

e Isltheré alrisk ra¥idter or lodrttacKing i@entified risks, owners, and
treatmentNprogress?

e HoWw dads the orgahizatbn énsur&/xekidlal risks are formally approved
ofr acdeptdd at the dgpropriate level?

21D THEEbP A 16LE+)A0§6805Nt

e Arecthitd-flarty veroris or supdlieds required to meet specific security
requirénhenis orertifications?

e [@!conttactcwith third parties\inclllde Beclrity clauses (e.g., data
baidliflg, lmleaEh netiNfication)?

e Isltheré a périodid asdekpwhehtprocdss tb evaluate the security posture
of¢hiZd-phartywendors?

www.cyberupgrade.net 4



Infornhation and cybersécurity risk assesment questionnaire b 3;g$;de)

O 31Asst{&0&aEENMEMSR. ClH¥EFEation

219 Asset-)a8entidy

T Islthdre a mairtdined hiyd up-tdA\daRe indentory of all IT assets
[harddlare, sbbft@&re, data)?

T Mvek\the ddgahization tradk ownership Bnd location of these assets?

31N CkSEsifieasi)0L-Blje B
T Aré inforinatlon agdptsttlagsified (&6 plublivhthiternal, confidential,
restriGied) based oh densNiviy and criticality?

I Aré datavhdndMnd/ahd labklind protedures defined based on
Alaskifidptidtl (e.g., erdcrhyptidh f@Econfidential data)?

312 DAAK ISR d)<pasal

T Islthdre d datal ret®hitipn 8cdheduse defining how long different
catedolies\oYdata dhould be stored?

T Aré setureMdispdsaVmethodd i placé] foHend-of-life assets (e.qg.,
shreddingHVipingGiegaussing)?

www.cyberupgrade.net 5



Infornhation and cybersécurity risk assesment questionnaire ﬁ ﬁggsgde)

. AABEYe34 &l it Ay gement

A 14t B4 o1 & B30 AnTg L NkepBO/ isidning

} I3 Zhérke aRbrmdl procd€is for graht@dg, modifying, and revoking access
rights?

1 Aré ®ifAledes RroQptlZrévékedRvigeh efmployees leave or change
réle@?

AiZ0N@thettcARYMTHBBanisms

1 18 Rutti-facZor autlyerfEiwhtiéh (MFA) Brhabléd! for critical systems and
remoteHhccess?

1 Rré padsRordypoKdies #Kg., lRrgitl scommlexityl expiration) enforced
acrbzd tQe en@ronment?

A.31 PTIBIBG Rt s IRSthi dge ment

} 14 Ihdrk a sep@mte privileged!aBcolint management solution or
protess?

1 Bré ®iRleded detiohs!loggédlan® nGnitored for anomalies?

AlABESNEtEIRDA%E BBYOD

{1 Rré d@npldyBes!allowedRb Qse!pérsonal dewices for business purposes?
Ifl 9€! What séculRycoKinfmnke.d.!\RDIM) are in place?

} 14 refnoté &dcceRk to internbllsyste@ns restricted and monitored?

www.cyberupgrade.net 6



Infornhation and cybersécurity risk assesment questionnaire ﬁ ﬁggfgde

a5 BROIetuoBR . skie)ity

EQE RIS ) bR 8aHiBOct) re0B 8 eR4MBIR) (6N

e Islthere dodumeénted nétoworRar¢Hitec@ire showing DMZs, internal
netvirddrks, and dé¢greg@dedrékVironrdieints (e.g., PCl network)?

e A€ critiohl syst®md isolatéd bec segmiented from the corporate
network?

£22% Bitevenlb @operin(@tpr 8ty

e Ad-fireviddls cenfiduotd widH a d€FduPdény@@e det, only allowing
necebsarM traffic?

e Holv oftén-ar®Ote@allMulels tevieded and updated?

e Ad intrusion ddtectibnMr intrusi@Qmeriyéntion systems (IDS/IPS)
déployedd andamonitored?

5R380tietps Vi etuoHo seB(Y Ity

e Islwiteléss dccesk rd§iKStrCKSkig!WRAQ/WPA3 or equivalent
encryigtion?

e Is!gu@Eﬂ(i!—Fi segregatédl from inte@al corporate networks?

Q40 BB ) HOrG BA00LYVIRGLR0508%62.

e A&d netarkQralffid logs @e\ewed regularly for suspicious or
unauthorized adtivHies?

e Doég the organizatitmhbise a Security Information and Eienlt
Rlanad@mnent (SIERY)!systd@ dr log m@nag&ment solution?

www.cyberupgrade.net



Infornhation and cybersécurity risk assesment questionnaire ﬁ ﬁggsgde)

o PlHBdAROAr ROSVHRSB(1 S0 1.

B4: E/ghyift pRES4EIaN

V AxelantivirudRanti-mélwdre ¥utidnd ihdtalldd and kept up to date on
Alyéndpaints?

V AMelendppintd Ye.g.Haptops, teBkt@ps, sabverdrconfigured with host-
baded Hewalls?

B12L R4 (niasiénent

V Istt@erkel a frmEl patch ahagement!poli€¥y covering operating systems,
applicaBbn§) and firmware?

V How duicKkly aM dfti€R dr highCskev¥ritly patches applied?

B1Y-SeRHS AR FOGXg&IRN

V DbekQHe otgarixatidn follow alsécue tasEling or benchmark (e.g., CIS
Befchrmarks) féi servefd, workktatidns, and network devices?

V AMeladminldtritiye Fobls¥E Y YFwverBhellFRemotle Desktop) restricted
ahd mdnitored?

B@- NofistgtfilRy e6#gliiiag

V IsviYlnerdbility slcanninp!perfor@ed gn a Mgular schedule (internal and
axteMal)?

V How &N vutherbbilitied drioritiz€d F&@ teh@diation, and what is the
typMal remledhatibbn timeline?

www.cyberupgrade.net 8



Infornhation and cybersécurity risk assesment questionnaire b 3;g$;de)

L] BLAMPHESR)B(BUBTOARIE HRN SI&pNent

BHEIBEkrd_$6EROE @ fieb'&idp B1&H) bf ety etet

b Aré security requirerehfsYzaaygrawd imto tle SDLC, including design,
déwlopixent, Xeésting/ and deployment?

b Is!lcold¥ revidwed Ifor se@uriX! weaknésséls (e.g., peer code reviews,
automated®tabNSanalysis)?

811 B4nhHEaB0h #eGENg

b Dolybu conddct regullar penettation testizylor code scanning for critical
applicatlons?

b Aréd ogen-kd(irde ot third-party!components scanned for known
VilvieraWliti8s?

B16maNgBaNE N yEMent

b Is!there avidfmal chathge tdntroMdrockss!to document, assess, and
apprbjve ¢hanges?

b Ard Lhdngds tedgted dnd réviewed for security impact before
indleme®tation?

BALEB QMY eB) B( B@Y rA&nagEHENt
b Is!sen¥itive datd endrybted & rest and in transit?
b How are enkryptiorkkeysgeherated, stored, and rotated?
b Ard industry #PandiAs@AINAES-256) uSed for encryption?

www.cyberupgrade.net 9



Inforniation and'cyberseturity risk assesment questionnaire ﬁ ﬁggsgde)

() B5BAYERCA) B 2ir ¢8| Seidls

B83?76381liyie& 2828 @V .-0

R Are'physical"accedd cdritrolis'(e.g., 'bad¢t's, bicmetric readers) in place
fdr seiysitiv&areas?

R Is'theté¥a visitor managkement'pro¢dssHibadges, escorts, logs)?

B T3 pEMH3pHBEEcLIRN

R Are'critic¢a¥YdehNte¥ (dervers,'netwdtkingd' eéquigment) located in secure
areag"with resti@ted access?

R Is'erwironentaMcontroL{(fempEratsire, humidity) and fire suppression
agailable in daté centers?

BT IAEDILGHING BR@HARIN L

R Are'§STRS dr ptheY surveillahee sii8tem's in plate, and are footage logs
retalhéd' fer & de@ned period?

R Is'bn-pretise’ geturity stEaé-or monitored 24/77?

www.cyberupgrade.net 10



Infornhation and cybersécurity risk assesment questionnaire b 3;g$;de)

(&) 9.206i0YnRMENEGERSTOR EsPoNse

9.Pladid -2 pettd 4G /

b Is!thdre a ddcuménted ¥ djd#@NEspOnseXpMh (IRP) detailing roles,
respoXsibilitieés, and procedures?

b Hbw often!isvibe IRP tedteX (elg., tallBtol exdidises, simulations)?

b Is!thdre B definéd!prokce&s for bredch!nédtification to regulators and
affedted parties?

9.8. Bitbatitd( AHeDrtiRig

b Are intrudion detXdtidX tbols drd logs!actively monitored to identify
potextial intidents?

b IslthdreXa dlear ptogesd for employees!to report suspected security
dvehts?

9.3 PR eUsiOaRIvas Gt

b Deebk the drgdnizhtiorxXhavelinteXnal fbrensic'capabilities or retain third-
patty exgertise?

b Are inbestightion procedlutes ldcxmehted and tested, including
gviddncX hbandling?

www.cyberupgrade.net 1



Inforniation and'cyberseturity risk assesment questionnaire ﬁ e ade

J

2% DOIBUSHIESS) Condint Bty &GRSR e #E( By

50/6/BURIARS I BpcHABeBPs2sTBBA)

f Hdkthe oXgatiizatidnivedntiucted a BlA to'ldéntify critical processes and
defil@edRTCaNIMRPO?

f WhenWds the Yagd BIA review ok update conducted?

50/21- BAM229 (dertinGitp MaPLBEP)

f 1S khere a dodshEnted BCP atdressidg continuity strategies for
essefitial fMhctions?

f WYBCP tests or exercisés dondulcted at least annually?

H0/B/Dj2gatet ey (BR)

f IS kherdODR Pl With d€fined reCovery Proc&dures for critical systems
arid tdhata?

f Wre bdckup® perffitmefi'reguldrly, teéEted) and stored securely offsite?

f RQVE rézoVery@dng (RTA ahd reeovery maiNtEdbjectives (RPO) been
defitiet! anld tested?

www.cyberupgrade.net 12



Inforniation and'cyberseturity risk assesment questionnaire ﬁ e ade

J

v BBHEetts)E0S0e98)DF (%6 (Hhg

BBRIZTR0YEG(PE9dIBHDH4

f 1S ¥he'té a Mdtmal'security awdaiissvbrogram for all employees and
contractors?

{ How freduehtly is cyber8e&uritZ traihing pAdvided (e.g., onboarding,
anMial r&fre@Neérs)?

8621 D)jush P )8 )soei@b g (e ditg

I Ate Mdgudarphishivhg simuldtion c¢afnpaign's conducted to measure and
improveleMpliyeexesilience?

f 1S ¥he'té aymethanMm fot eniployeés kb'réport suspicious emails or
meswages”?

BB2TRD)e-Him sk, TR0 (Pe(%o-

f Do dployeeMrespadidlized oMbl (e.d\, develo@ts, administrators)
receive additiondl secumith\straifiivg teleant to their duties?

f Afe trdinind recotds maihtdinddl far audi¥ing and compliance purposes?

www.cyberupgrade.net 13



Inforniation and'cyberseturity risk assesment questionnaire ﬁ ﬁggsgde)

A B2+ YN(I08 M EINADihPE B(RHrics

82:A3teYyI00-pyi(etée/

I Are crithi€al system afd dppli¢atidvnllogs retained for a defined period
pe.0l"F0 ddVs, 1y€ar)?

T Is"loy BollectionkcéKtrdlized '@ BWisIvg' a SIEM or log management
taeli?

822 Mo RO BHigdoabdris

T Axré'réal-time alkrts configured fox cxitital events or threshold
breaGhes?

T Aré'loge reviewed fegularly WY txained personnel, with suspicious
evehtd eScalbked promptly?

B243:+-Se¢0 B -t B(%/R1r$p0) 300

T Axre key seturit\Kmétrios (e\g., IBatchH compliance, incident response
tirk) trdcked atid' repor®d to management?

T Dodsxthe dfgatiizetidn Have @efiXédKPls dk KRIs (Key Performance/
Rigk Indidatdrs) for &ybersecurity?

www.cyberupgrade.net 14



Inforniation and'cyberseturity risk assesment questionnaire ﬁ ﬁggsgde)

O PRAQlelid WESaBity

PBI2CLO 1M 6. HRvUE) &Sl BRiorS

f Arelcloud prividers véttet ' dmpliante with relevant security
framégorXMe.n NsORNQ, NNIQInd17)?

f BO contfactual adrebemehts With'cldud pfoviders address data security,
phvaty,"ant\Bre&ch nGtifications?

BBy T{puth el chiR) Sidier By eisi3ov 6] bithos)-

f 1S Were'd clear undérgvantling of thie 8hdred responsibility model
betWdéh the orgdni¥dtioh éendHhe cloud provider?

f HAw"are hetworK and'endpeint sécdrity controls extended to cloud
ebvirorhents?

PR DABsYEEAIBH LThBL) Lot

f Aré encryptidn and"key mahagéniént processes implemented in cloud
sdrvitkes?

f Arélcldud-bhséd Wbtkloddshrégularld scanned for vulnerabilities?

www.cyberupgrade.net 15



Informiation and’cyberseturity risk assesment questionnaire b e ade

/N TA, Edredg R0 +Ea80 BOKG AT TR0 (BO M PoBeBrENt

74,77, DRtes) DiRy HAgEdea '+

b Doédthe dganizatich'sdbscride to'thredt intelligence feeds or
participate in iffrnation-5Qari®y Kbk dlunities (e.g., ISACs)?

b Is"ttielé' a protess talintegtate thréat intelli§&nce into security controls
arfid fisk aseessments?

T4.2 OSe ArAMAUSATHH e Bre)t

b Arétesstns leafned f@m il@idents, dudits, or assessments used to
update Seturity ‘boliciés and procedures?

b Doegdthe diganizatiortPerbdically benthrhark against industry best
practices bir peers?

www.cyberupgrade.net
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Inforniation and'cyberseturity risk assesment questionnaire ﬁ ﬁggsgde)

L Binalleeied B bhStiehdplan

F52ARIsk- v Ictdrliaatban-

MWAi¢h risksSlistovérded durihg'the"adséssment are deemed highest
priotity?

MWt dre"th& tirhelines and resourdds teqGired to address these risks?

72" Napnagpnisig-sign-off

MWHGH(rales 'br BidiXduadX)'vBllL tevievd dhd approve the security
assessmedt findings?

MIs thete a definéd proces’s foX8sthalatiig uhrésolved high-risk issues to
éxe&itive ma@nagement?

oZB20nggihglgdi@reince

MHoW XXIL progress on"rehediatidn itemi's be tracked, reported, and
BaXidatidd?

MW Eh XL khe hext asseSsheribor 'teview 'take place (continuous
assegBmeXt, adtiugl rmi& review, etc.)?

www.cyberupgrade.net 17
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Additional resources

Checklist for key documents

P R6MisSAlhId'@%, 8 IR 5 ¢ KOBEBLRIABIO 88Hi+E 3680382 By ) 8EOX+# Y6, 3
HE0t03188H 18 %785 %41 0Mal 68 I&dH Zi8d s Tee'de d.

E108 #6908 £ SB2BRIG (36 r0* Béal&sted Becaiged

Curporate regfsitration / Legal
cettificates

Financial sfatéajentis (last 2-3 years)
[RO\RVWO1 dertification

SOC Vtypdll fepSriE(orrequivalent)
BGIEPBY attedtatibh (ifeapplicable)
GlBPREZDAla protéction policy
InformatiotUsecytity policy & procedures
BGREBRIplan & festing reports

Incidekk redponse plan

VendpiSubcontfactor management
policies

Latedt penetration test report

Risk assgssmentl & treatment plan

www.Yk&FupgBige e 7
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Additional resources

Roles & responsibilities matrix

BBAGLR Y 2+ 2ARHAB2 (802 H2 DU4b 2t D METF AOY R 6* BYBH 22403+ K1@LRER*.4"2
BE/OBA 3B 2P BIHE2D)ESBI D323 28 2 ueDisdei 085

Réke < pa/00dioHy Al Te6PRH.088Y
IE SecuPity Lead FRed\2! bekb0esd 2 EfE BB \ENLG2aU0B80/2
E2R0I6R cONBILRL hWOt& 208653V Eet/6¢\B30!62
DODEDYa2SHHMEES 2 Bttt s
BHed8ses
Nompligkice Officer Ti8dr |2 BEP M tBG2 (7 o7 10113
atBEB6Hes 2B0RA52 Ueghonendstt@a R
GO lete.) €SB H0F i el OHE2HEE 240"
Procurem¢nt Manager O\ES/EER \en 82 Zot3 ek 2B L0 82
BORMASPLR2e bt Bael2 cAdEerR BB SIS
PresRItOatioTos/ aBRGSS O PS
kegalNCounsel Yaldats2a06tactiusd 2 FReddViZa* o 3re2t
A USE82 B BR800 Rl +4 28§86 (B2 Co0HMieB e
BBKEEB 21t j0i4R! 05/ hWotR Aata > B3tedOith62
Yenis

Risk Klan&dement Officer 25U 2 HRrAd 2B 2 58(0%E 201 2 tht 642
BHOHIRRROSENEID/(N  HES/ORAIDBI(OtAPAHIDINE/2

751 Ye] #B5 s

HADEER 2pBrovE2 02 BRsv/af) VBt 42
Exek@ive Sponsor e30ioet42B8107+32 ROIOTNLE@DS B EEESN

BEAHOMBIRR/ I8B(OM=tBp

111 \w6;5BB3HtBA0B!INnet ®



@ Natalie
=@ oOnline

| @ Helle, Jane. Do

policy that requ

[ {a‘i

Please provide g

£ John

f® online

1=
@ Hello, John. Do you use MFA for Google

Workspace?

@ Please provide evidence [screenshot) of

these settings.

& Attach files

Cyber
Upgrade )

2

Yes. |lenabled for

e

256 encryption.

h 4

o

%nshot] of |

Tired of endless custom security
questionnaires? %#te the b$rden with
CvbetUpgrade

SISO LRRNMAERSE A4DIE 24 é [y MDD BB E G2t B S D@ BEIRURE iti4th#-0J @ K514

¢ BRRAEKIT4E 0] 0+ id4 pab CR@R4EINT o6 i2m K @/ BRI # I (D s&2BI6aHEIED; DI+ @6
WithJIDHB D= ANHEE I SD@ 6 0giFa0,) e BEROA) {2 roriidE 2O ARKEFOHIREIESAD2 9L
BExTenD KAd @&Hipti22B OR@IKa NIETH B @K 2D YR KA SRR AT @EDI@;; 7,4

@@ BSOS DoATRKIE@7ARIBI?+D;

Boole 2 elnio

>

fbaérpkhbmntApes el mbkmijjé\gZenaied XZejZ\WI

Kurther vemding & resources

2 MR@ MHECAU FHEI AL eeshiBWASE AsZiStahw W
[ Daw6R@8 N@&FEiinga| i EEt Y@Kl Pty 28epiightind@SDABA eBook

WAH+EFHDOBNO@BDKIDA
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